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sudo

sudo

sudo

sudo

sudo

snap

brew itnstall ansible
port install anstible
pacman -S ansible
yum install ansible
apt install anstible

tnstall ansible-ryanjyoder




Install

—$ pip install ansible
—$ pip install --user ansible

—$ pip install --user --upgrade ansible

docs.ansible.com / Installing Ansible

—>$ pipx install --include-deps ansible

—$ pipx upgrade ansible




Install

—$ pip install ansible
—$ pip install --user ansible

ansible

—$ pip install --user --upgrade ansible

docs.ansible.com / Installing Ansible

—>$ pipx install --include-deps ansible

—$ pipx upgrade ansible .
ansible-core
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Collection

collection

— playbooks

— plugins
modules

roles

— galaxy.yml

__ README.md 4

_-$ cat README.md

collection_name
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Collection

collection

— playbooks

— plugins
modules

roles |

— galaxy.yml 4

— README .md

- $ cat galaxy.yml

version: "0.0.0"
namespace: ptsecurity
name: collection_name
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Collection

oks € —

playbo
plugins
L — modules g4 _
roles
galaxyyml
README .md

- playbooks

N

9

9

9

BcnomoratenbHble NNendykin, CBA3aHHble O6LIMM Ha3Ha4YeHneMm nnu
OYHKLMOHaNbHOCTbIO.

lcnonb3yeTcs B npoekTax NogktoYeHnem yepes
ansible.builtin. import_playbook.

~ plugins/modules

CobcTBeHHble Ansible moaynu Ha Python.

roles

9

9

Hebonbline «nokanbHbIe» Ponun KoNaekuun, He TpebyloLne He3aBNCUMOro
BEPCNOHNPOBAHNS.

lcnonb3oBaHMe «1oKanbHbIX» POel KOMMeKLn GONyCTMO TONbKO B
nnendykax Konnexkuunn.
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Collection

collection

playbooks
plugins

L— modules
roles
galaxy.yml
README . md

MpaBuna

9

9
9
9

HoBaga konnekumnsa Tonbko 13 wabnoHa B GitLab.
PasgennTtenb B UMEeHN KONNeKUn — TONbKO HIKHee nogyepknBaHme.

BepcunoHunpoBaHune konnekuum no npasunam SemVer 2.0.0 teramu B GitLab
N ykazaHuem Bepcuu B galaxy.yml.

Konnekuum ncnonba3yoTcs ans:
— Cob6cTBeHHbIX Ansible mogyneii Ha Python.

— BcnomoraTtenbHbIX MNebyKoB, CBA3aHHbIX OBLLNM Ha3HaYeHNeM Uu
PYHKLUMNOHaNbHOCTbIO.

—  He6onblumnx «/1oKanbHbIX» Ponel, NCMonb3yeMbiX BO BCIIOMOraTebHbIX
nnenobykax.




Ansible roles
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Role

role

defaults
L— main.yml

handlers
L— main.yml
Library

L— main.yml
tasks

L— main.yml
templates

vars

L— main.yml ~
README . md &

y
7

__~ $ cat README.md

role_name

**" role_name_variable_x ** *(type=bool|number|string|list|dict)*

**" role_name_variable_y ** *(type=bool|number|string|list|dict,
mandatory)*

**" role_name_variable_z **x *(type=bool|number|string|list|dict,
default=...)*




Role

~ $ cat meta/main.yml

role dependenci [
L s ependencies: []
L— main.yml
— files
handlel.’s min_ansible_version: "2.15"
L— main.yml platforms:
— library - name: GenericlLinux
L peta 7 version: [any]
. & - name: Windows
L main.yml version: [any]
— tasks
L— main.yml
— templates
vars
L— main.yml

—— README . md
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Role

role

— defaults 4
L— main.yml
— files

L— main.yml
— Llibrary
— meta

L— main.yml—
— tasks 4

— templateﬂs@/

vars 4
L— main.yml
—— README . md

L— main.yml _~

handlers 4 - —

/
==
= P

—— $ cat {defaults,handlers,tasks,vars}/main.yml
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Role

role
— defaults

L— main.yml
— files
handlers

— library 4
— meta

L— main.yml
— tasks

L— main.yml
— templates
vars
L— main.yml
—— README . md

— main.yml

_ Llibrary

—  Mogaynu Ansible Ha Python, pacLumpsioLme dbyHKLMOHaIbHOCTb POMNA.
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Role

role

— defaults

L— main.yml
— files
handlers

L— main.yml
— Llibrary

L— main.yml
— tasks

L— main.yml
— templates
vars

L— main.yml
—— README . md

MpaBuna

NN N NNV

HoBag ponb Tonbko 13 wabnoHa B GitLab.

Pasgenntenb B UMEHMW PONM — TOMbKO HIMKHEE nogyepkmnBaHme.
BepcunoHunposaHune ponun no npasunam SemVer 2.0.0 Teramun B GitLab.
ImeHoBaHMe nybnmnYHbIX NepeMeHHbIX POV HaYMHAEeTCs C UMEHW POSIN.

l/iImeHoOBaHMe MnpnBaTHbIX NMNepeMeHHbIX POJIN HaAYNHaeTCHd C HUXKHEeETro
rnogyepkmBaHMA n NMeHn Posin.
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Project

~ $ cat README.md

project
— .gitignore
— files
— 1lnventories
prod
— group_vars
all
— _global.yml -> ../../../
— local.yml p
— host_vars
—— hosts
— test

project-name

_gXobal.yml

roup_vars
all

— _global.ymV

— local.ym¥

ansible-galaxy install --force --role-file requirements.yml

"> ../../../_global.yml

— host_vars shit L hcnor . vaL .
hosts ) ®ann " .vault ob6bsaBned B ansible.cfg cTpokon "vault_password_file u
/ pobasnen B " .gitignore’ pnsa 3awutel OT nonapaHus B Git.
——-_global.yml////

— playbooks Y
roles ////

— ansible.cfg ”

— README .md

— requirements.yml




Project

~ $ cat ansible.cfg

project
— .gitignore
— files
— 1ilnventories
prod roup_vars / vault_password_file = .vault
all / roles_path = ~/.ansible/galaxy_roles:roles:../../roles
— global.yml -> ../../.. obal.yml :ggaﬁift‘auggz;br)};g%
— local.yml bin_ansible_callbacks = True
— host_vars callbacks _enabled = profile_tasks
— hosts
— test
roup_vars
all /
— _global.ypX -> ../../../_global.yml
— Tlocal.ypd
— host _vars [callback_profile_tasks]
L e task_output_limit = 0
— _global.yml/////
— playbooks yd
roles <
— ansible.cfg
— README .md

— requirements.yml
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Project

adééw—~—*’“"—”gw$ cat .gitignore

project -
— .gitignore 4 —
— files
— 1nventories
prod
—— group_vars
all
BB —g-l.Oba-L.ym'[_ _s
— local.yml
— host_vars
—— hosts
— test
%ESUP_Vars
all
— _global.yml ->
— local.yml
—— host _vars
— hosts
— _global.yml
— playbooks
roles
I anSi.b-Le.cfg
— README . md

— requirements.yml

../../../_global.yml

../../../_global.yml
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Project

project
— .gltignore
— files
— 1nventories
prod
— group_vars
all
— _global.yml ->
— local.yml
— host_vars
— hosts

—— test
%roup_vars
all

— local.yml
— host_vars
— hosts

— _global.yml

— playbooks

roles

— ansible.cfg y
— README . md b
— requirements.yml

— _global.yml ->

.o/ ./ ../ _globdl.

- $ cat requirements.yml




Project

- $ cat requirements.yml

project
I .glirtgnC)re - name: git+ssh://git@gitlab.example.com/ansible/collections/playbooks.git
— files version: v0.1.0
— 1lnventories
prod
—— group_vars
all ,
— _global.yml -> ../../../_global.
— local.yml y4
—— host_vars y4
_t_thOStS ” name: nginx_v0.1l.1
— LES src: git+ssh://git@gitlab.example.com/ansible/roles/nginx.git
roup_vars version: v0.1.1
all /
| lobal 1 -> /../ global 1 name: nginx_v0.2.0
_gtobatl.ym J -/ ../_globat.ym src: git+ssh://git@gitlab.example.com/ansible/roles/nginx.git
— local.yml version: v0.2.0
— host_vars
— hosts
— _global.yml
— playbooks
roles name: postgres_vq.z.? . _
. y4 src: git+ssh://git@gitlab.example.com/ansible/roles/postgres.git
— ansible.cfg version: v0.2.2
— README . md b
name: postgres_v0.4.0

— requirements.yml

src: git+ssh://git@gitlab.example.com/ansible/roles/postgres.git
version: v0.4.0
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Project

//' files

projec’F | — CraTtuuHble dalinbl npoekTa (ssl, terraform, ...), o6paLleHmne K KOTOpbIM
e .gltlgnore/ BO3MOXHO TOJSbKO B Mnfienodyke.
— files 4 — ]
____ inventories — KoHTeHT daiina B posib MOXHO NnepefaTh Yepes
prod lookup( 'ansible.butitltin.ftile', playbook_dir~'/../
— group_vars files/..").
all
— _global.yml -> ../../../_global.yml
— local.yml
— host_vars 1
_ - playbooks
— hosts pLay
— test — [nelbykmn npoekTa.
roup_vars
all - —  9BgIOTCS MECTOM CBS3bIBaHWS POJeil N MHBEHTaPS! 11 TOUKOI 3amycka
— _global.yml -> ../. #7./_global.yml cLeHapug.
— local.yml _—
— host_vars
— hosts _—
— _global.ymlt—
— playbooks 4
roles € — _
— ansible.cfg roles
BBl —  «JlokasnbHble» PO MPOoeKTa, He TPpebyioLLe BEPCUOHNPOBaHNS 1

— requirements.yml

NCMONb30BaHNS B APYrX NPOeKTax.

— «JlokanbHbie» PO CO30aTCHA MOMHOCTBIO aHANOrMYHO OBLLIM PONAM N3
LabnoHa B GitLab.




Project

project
— .gitignore
— files
—— ti1nventories &X
prod
— group_vars
all
— _global.yml ->
— local.yml
— host_vars
— hosts
—— test

roup_vars
all

— _global.yml ->

— local.yml

— host_vars

— hosts

— _global.yml

— playbooks

roles

— ansible.cfg

— README.md

— requirements.yml
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../../../_global.yml

../../../_global.yml

9
9
9

- inventories

Bce okpyxeHuns B ogHoM inventories.

hosts B npoctom INI-dopmare.

YKasaHue nepemMeHHbIX TONIbKO Ha TPeX YPOBHAX MHBEHTaPS:
— hosts gng nepemenHbix Tno ansible_host.

— host_vars gns nepeMeHHbIX KOHKPETHOro cepBepa.

— group_vars ans nepemMeHHbIx rpynn cepsepos B hosts.

9 YkazaHue rnodbanbHbIX nepemMeHHbIX OJj19 BCeX Opr)KeHI/II7| B O6LLI,eM
danne group_vars/all/_global.yml.

— YKasaHue nokasbHbIX MePEMEHHbIX 4151 OKPYXEHNS B daline
group_vars/all/local.yml.
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Project

project
— .gltignore
— files
— 1inventories
prod
— group_vars ~
L all 4
— _global.yml -> ..
— local.yml
— host_vars

— requirements.yml

group_vars ”///
— all IS
— _global.yml -> .
— local.yml
— host_vars
— hosts
— _global.yml
— playbooks
roles
— ansible.cfg
— README . md

— hosts yd
— test ////

M.

./../_global.yml

_-$ cat inventories/_global.yml




Project

project
— .gitignore
— f1iles
— 1inventories
prod
— group_vars
all
— _global.yml ->
— local.yml
— host_vars
— hosts
— test

roup_vars
all
— _global.yml ->
— local.yml
— host_vars
— hosts
— _global.yml
— playbooks
roles
— ansible.cfg
— README.md
— requirements.yml
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../../../_global.yml

../../../_global.yml

MpaBuna

9
9
9

HoBblI NpoekT ToNbko 13 WwabnoHa B GitLab.
Paznenntenb B UMeHM NpoekTa — TOMbKO geduc.

B npoekTe BO3MOXHO NCMOb30BaHE T0KabHbIX Posien, co3naBaeMbiX Mo
eauViHOMY LLabMOoHY.




PuHan
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Structure

ansible

— projects

— Biéckbox
cybsti

— devops

— ngfw
—— ml

—— roles

docker
—— consul_service

— keepalived
— mongo

— nginx

— node_exporter
postgres

— redtis

$ cat project/.../ansible.cfg

roles_path = ~/.ansible/galaxy_roles:roles

/../roles
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Quality assurance

CtaTnyeckKkum aHanu3

— ansible-lint ¢ Bko4eHHbIM yamllint B kaxaom merge request ponu.

— Co6CTBeHHbIN project-lint B merge request npoekTa, KOTOPbI OTNaBANBAET:

NN N R R N N N N N 7

L[lyénukaTbl ponen B requirements.ymil.

Paznunyne Bepcuim ponm c e€ nvmeHem B requirements.yml.

Pasnnuune Ha3BaHNg N BEPCUN PO C €€ MMEHeM B requirements.yml.
HekoppekTHbIn src-agpec ponu B requirements.ymil.

HenpaBunbHoe Ha3BaHme peno3nTopund ponum B requirements.ymi.
CopTunpoBKy Konnekuunin n ponen B requirements.ymi.

[lyénukaTbl KONnekunin n ponen B requirements.ymil.

icnonb3yemas B nnenbyke posnb OTCYTCTBYET B requirements.yml.

O6baBneHHad B requirements.yml ponb He NCNONb3YeTCH H B OQHOM
nnenoéyke.

HekoppekTHOe 0b6bgaBneHne ponu B nnenbyke.
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Quality assurance

CtaTnyeckKkum aHanu3

— ansible-lint ¢ Bko4eHHbIM yamllint B kaxaom merge request ponu.

— Co6CTBeHHbIN project-lint B merge request npoekTa, KOTOPbI OTNaBANBAET:

NN N R R N N N N N 7

L[lyénukaTbl ponen B requirements.ymil.

Paznunyne Bepcuim ponm c e€ nvmeHem B requirements.yml.

Pasnnuune Ha3BaHNg N BEPCUN PO C €€ MMEHeM B requirements.yml.
HekoppekTHbIn src-agpec ponu B requirements.ymil.

HenpaBunbHoe Ha3BaHme peno3nTopund ponum B requirements.ymi.
CopTunpoBKy Konnekuunin n ponen B requirements.ymi.

[lyénukaTbl KONnekunin n ponen B requirements.ymil.

icnonb3yemas B nnenbyke posnb OTCYTCTBYET B requirements.yml.

O6baBneHHad B requirements.yml ponb He NCNONb3YeTCH H B OQHOM
nnenoéyke.

HekoppekTHOe 0b6bgaBneHne ponu B nnenbyke.

TecTupoBaHue

9
9

Molecule He ncnonbdyem, TeCTUpyeM Ha peasibHON NHPaCTPYKType.

[MpurnagbiBannce kK github.com/weaveworks/footloose.




Cnacunéo!




